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| nt roducti on

DoD is betting the farmon having assured information in its

i nformati on networks, now collectively referred to as the d obal

Information Gid (@ G. The A Gis a fundanental tenet of the

Departnment’s Joint Vision 2020. Wthout a considerable effort to

provi de information assurance, such a conplex systemw | introduce

i nherent, and perhaps crippling, vulnerabilities into the mlitary

force structure.

---- Defense Science Board Task Force on Defensive |Information

Operations —

2000 Summer Study.?!

Comput er Network Defense (CND) is critically inportant to the Joint
Vi si on 2020 concept of Full Spectrum Dom nance and its operational
conponents of dom nant maneuver, precision engagenent, full dinensional
protection, and focused logistics. Specifically, CNDis a critical
under pi nni ng of Joint Vision 2020's key enabler, Informtion
superiority. The DoD' s strategic vision for the 21st century is to
ensure that U S. forces have information superiority in every m ssion
area and to provide all of DoD s customers with assured and secure
connectivity on a protected gl obal network. Information superiority is
the capability to collect, process, and dissem nate an uninterrupted
flow of information while denying an adversary’'s ability to do the
sane.? It is the backbone of the Revolution in MIlitary Affairs known as
Network Centric Warfare (NCW and provi des conprehensi ve know edge of
the status and intentions of both adversary and friendly forces across
the air, |land, sea, and space conponents of the battlespace. A concept
| abel ed the G obal Information Gid (GG wll provide the network-
centric environment required to achieve this goal.

The GGG will be a globally interconnected, end-to-end set of
information capabilities, associated processes, and people to manage and

provide informati on on demand to warfighters, policy makers, and support

personnel .® While this “System of -Systens” prom ses revol utionary



advances in information collection, processing and di sseni nation, it

al so has the potential to create and expose critical vulnerabilities
that may be susceptible to catastrophic asymretric attack. The
Departnent of Defense (DoD) nust ensure that the security of the G Gis
based on a strategy that results from forethought rather than
afterthought. Conputer Network Defense (CND) policy, organization and
t echnol ogy devel opnent need to be fully integrated into the GG
infrastructure as it grows in size and conplexity to ensure critical

vul nerabilities are identified, mnimzed or elimnated before hostile
exploitation can occur. Unfortunately, U.S. Defense Planning and, in
particul ar, the policynmaker’s concept of national security have not
caught up with, nor taken into account, the enornous changes required in
information infrastructure protection inposed by this Revolution in
Mlitary Affairs (RVA). Rather, DoD thinking is fixated on forcibly
fitting the critical role of CND into a pre-Internet construct prem sed
on fighting the Cold War.

The UCP change that assigned responsibility for CNDto U S. Space
Command (USSC) is a fundanentally flawed attenpt to correct a perceived
deficiency in Information Operations (10 doctrine and organi zati onal
design. The CND m ssion has been defined too narrowy and rigidly and
will result in the introduction of exploitable vulnerabilities in the

Defense Information Infrastructure (DIl). These DIl vulnerabilities

will be easily and quickly exploited by sophisticated adversaries in a
manner that is inperceptible to those charged with protecting it. USSC
will not and cannot be effective in inproving the integration of CND
into mlitary planning and operations. On the contrary, it will likely

sl ow devel opnent and fielding of new defensive capabilities,

unnecessarily conplicate inter-service and inter-agency coordination,



and potentially weaken the U S. mlitary's information security posture.
An exam nation of current threats to the DIl clearly shows that the

| evel of effort required to protect the integrity of the GG far exceeds
the capability of USSC to execute its CND responsibilities in a manner
consistent with UCP direction.

The Thr eat

The reality seens conpelling. At sone future tine, the United

States will be attacked, not by hackers, but by a sophisticated

adversary using an effective array of information warfare tools and

techni ques. Two choices are avail abl e: adapt before the attack or

af t erwar d.

----- Def ense Sci ence Board Task Force on Defensive |Information

Operations —

2000 Sunmer Study *

To date, there has been no conprehensive threat assessnent
perfornmed of national, governnental or DoD information infrastructures
and their vulnerability to attack. National Intelligence Estimates
(NIE) are not sufficient in terms of fidelity or scope to forma basis
for a conprehensive, fully integrated and detailed information assurance
strategy. It is not sufficient to provide a general overview of
postul ated threat capabilities. The degree of vulnerability of the DI
is a direct function of an adversary’s capability to exploit its
i nherent security weaknesses. The greater the capability, the nore
critical the vulnerability. This process of evaluating threats and
vul nerabilities is known as threat nodeling. Too many consi der security
desi gn a cookbook: m x in threat counterneasures such as intrusion
detection, firewalls and encryption and nagically, the systemis secure.

A sound security cycle or process begins with threat nodeling then

proceeds to devel opnment of security policy which, in turn, identifies an

appropriate security solution.?®



A sophisticated adversary will conduct conputer network attack
against the DIl with the intention of achieving an operational or
strategic objective(s). It will require detailed intelligence, a
t echnol ogy research and devel opnent capability, precise nodeling and
sinmulation, the ability to perform environnental preparations or social
engi neering, and target systemunique tactics, techni ques and procedures
(TTP). Does a potential adversary possess such an instrument and, if
so, under what circunmstances would such a capability be enployed and for
what purpose? These are difficult questions but ones that nust be
continuously assessed in order to inplement and sustain a CND strategy
that will be effective in ensuring the integrity of the DII.

The U.S. mlitary is by far the nost powerful mlitary force that
has ever existed in history. No nation state would dare risk a
conventional frontal mlitary assault against us. As a result,
potential adversaries search for weaknesses around the edges in an
attenpt to identify critical vulnerabilities that may be exploited and
attacked in an asymmetric manner. U.S. nilitary forces are increasingly
reliant upon information and information systens to maintain and extend
its advantage in information superiority. 1In fact, the U.S. is far nore
reliant on information technol ogy than any other nation. This nmakes it a
target for conputer-network attack since many if not nost of its
capabilities are inextricably linked to some form of automation of its
informati on based processes. It is envisioned that virtually all forns
of digital technology will eventually touch the GG in sone respect or
another. Add to this, a propensity to quickly refresh these weapons,
| ogi stics and command and control (C2) systenms with the | atest
commercially avail abl e technol ogy, the growi ng sophistication of readily

avai l abl e CNA tools, the increasingly conplex and interconnected nature



of the G Gitself, and the reliance of the GG on commercial backbones
to nove information and it becones abundantly clear that the possibility
for the existence of critical vulnerabilities is significant.

A sophidticated threat will have little difficulty in accessing the DI in the accomplishment of awide range of
military objectives. During the three year period 1999 — 2001, Nationa Security Agency (NSA) red teams conducted
27 assaultson DoD networks. Ninety-nine percent of these attacks went undetected even though the attacker used
tools known by the network operator to exist (read — unsophisticated).® With thisin mind, it can be ressonably
assumed that a nation that has the capatiility to build anuclear device or abdligtic missle would certainly have the
wherewithal to cobble together a capability at least comparable to that of aNSA red team. In the absence of a
comprehensive nationa threat assessment, this should serve as the threat model on which to base DII CND drategy.
Current DoD security Strategy, based on anecdotal information describing tactics used by unsophisticated would-be
interlopers, grosdy underestimates the magnitude, maturity, and determination of the menace arrayed againgt it. It

amog certainly places the integrity of the DIl in jeopardy and, with it, dements of U.S. Nationd Security.

The M ssion of Conputer Network Defense
The fact is that we are currently building an information
infrastructure -- the nost conplex systens the world has ever known
-- on an insecure foundation. W have ignored the need to build
trust into our systens. Sinply hoping that sonmeday we can add the
needed security before it is too late is not a strategy.

----- George J. Tenet, Director of Central Intelligence, April
1998. 7

CND are defensive measures to protect and defend information, computers, and networks from disruption,
denial, degradation, or destruction® 1t is a very broad mission that, to be
successful, nust be fully integrated throughout the entire mlitary
force. The whole notion of security in a networked environnent is based
on the principle of “shared risk.” That is to say, risk taken by one
entity on the network is shared by all that are connected to it. Risk
can be introduced at virtually any point in tinme, at any place, and in

many forms ranging frominitial architectural design considerations to



t he adjudi cati on of personnel security clearances. Consequently, the
integration of CND throughout the entire mlitary force translates to a
top-to-bottom end-to-end, and cradle-to-grave capability. Today, the
DI, primarily consisting of the Nonsecure Internet Protocol Router

Net wor kK (NI PRNET) and Secret |Internet Protocol Router Network (SIPRNET),
is vulnerable to a wide range of sophisticated and unsophi sti cated
threats. The DIl consists of over 3 mllion host conmputers on 10, 000

net wor ks runni ng several different operating systens and nore than 700
applications — all collectively requiring in excess of 100 mllion |ines
of code. It is operated by approxi mately 125,000 system admi nistrators.?®
DoD relies on the DIl to nove 95 percent of its conmunications traffic.

Seventy percent of traffic traversing the NIPRNET flows to and fromthe
Internet.' While the SIPRNET is not directly connected to the

Internet, it is connected to the NI PRNET through a variety of Secret and
Bel ow I nteroperability (SABI) interfaces. Additionally, the Joint
Wor I dwi de Intelligence Communications System (JWCS) is connected to the
SI PRNET t hrough interface technology referred to as Hi gh Assurance
Guards (HAGs). These interfaces can be critically inportant considering
t hat any boundary that allows data to flow through it is vulnerable to a
data driven attack.' The DIl continues to grow in scope and conplexity
with each passing day as evidenced by interest in major new Service
initiatives. The Navy is in the process of inplementing its 7 billion
dol | ar Navy/ Marine Corps Intranet (NMCI) and the Arny and Air Force are
studying simlar initiatives.*

The DoD strategy for providing Informati on Assurance (I A) in this

rapidly growing information infrastructure is a concept called Defense
in Depth (DID) DIDis advertised to achieve nulti-layer, multi-

di mensi onal protection through the integration of the capabilities of



peopl e, operations and technol ogy. The thought is that constructing
successive layers of protection will cause an adversary who penetrates
or breaks down a barrier to pronptly encounter another DID barrier, and
anot her, and another until the attacker’s capabilities are exhausted or
his activities are detected and effectively countered. Further, to
counter different attack nethods, a corresponding variety of security
nmet hods are enployed. The weaknesses of one safeguard nechani sm shoul d
be bal anced by the strengths of another. DID focuses on |ocal conputing
envi ronnments or encl aves, enclave boundaries, networks that |ink

encl aves, and supporting infrastructure. It is clear that the objective
of DIDis, or at |east should be, identical to that of CND.'® Regardless
of what one calls the process of protecting the DI, the real question
remains, is it secure? The follow ng scenario m ght be useful in
answering this question:

On 13 Oct ober 2004, after showing his mlitary
identification, Operations Specialist First Class Smth drives his
car through the front gate of a DoD installation |located in the
Washi ngton D.C. area. After navigating his car through the
obstacl e course of concrete barriers at the entrance of the parking
ot he is required to show his organi zation-issued security badge
to a contract security guard who briefly glances at the DoD sticker
on his w ndow and then ensures his face matches the badge picture
bef ore waving himthrough. Wth briefcase in hand, he quickly
wal ks through the front doors of the building where he works and
into the main | obby. Under the watchful eye of another security
guard, Petty O ficer Smth inserts his security badge into the
badge reader and punches in his four digit Personal Identification

Nurmber (PIN). The reader verifies his identification and allows him



to pass through the turnstile. Upon reaching his workspace, he
must renmenber yet another 4 digit code to open the cipher |ock on
the front door. He sits down at his desk and types his | ogon and
password into his newy installed computer. Just before leaving his
desk for lunch, Petty Oficer Smith reaches into his briefcase and
renoves a Read/Wite DVD and inserts into his conputer. Returning
fromlunch he renoves the DVD and puts it back into his briefcase.
At 1600, he leaves for the day departing in the same manner in
whi ch he had arrived. Later that night, he places the DVDinto a
preaddr essed envelop and slips it into the mail. Petty O ficer
Smith has arguably just commtted the gravest act of espionage in

U S history.

Using a dightly modified web browser application and a dictionary of key word search strings, the DVD
searched a classified DoD computer network for specific information, downloaded in excess of five gigabytes of
information, mapped the network’ s infrastructure and established presence on a number of systems resident on the
network. This scenario gives someindght into just how easily and quickly awitting insder can cause catastrophic
damageto theentire DIl. Each of the 2 million DIl users are potentid targets for a sophisticated adversary. Success
requires that only one user be effectively engaged. Thisisthe soft underbelly of the DII. The biggest chdlenge
confronting security managers in today’ s information environment is the ability to access huge volumes of informeation
coupled with the ability to gore it on amedium that is easily conceded and transported. Sophigticated adversaries using
witting and unwitting insders pose an enormous threet to nationd security and a monumenta chalenge to DoD
information security resources. These challenges have not been adequatdly addressed by the DID drategy let done
USSC CND efforts. USSC cannot and will not provide the comprehensive capability to protect and defend
information, computers, and networks from disruption, denid, degradation, or destruction across the broad threat
gpectrum the DoD currently faces. Mr. Arthur Money, Assstant Secretary of Defense for Command, Contral,

Communications and Intelligence (C3l), admitted as much saying “We want to move from a Defensein Depthto a



Defensein Breadth. . . Thisinvolveslooking across a broader spectrum of potentid attacks, including those of
cooperative insiders.”** Thisis an admission that the current approach is inadequate for the task that lies ahead or, for
that matter, the one at hand. The current strategy and, in particular, the CND component concentrate on providing DID
around enclave boundaries much like a fence or series of fencesinstead of interweaving security features throughout the
breadth of the enclaves in manner that guarantees continuous surveillance and evauation of user-operator activities.

Thistype of protection has to be built into systems and not added on after production and ingtallation.

U.S. Space Command and CND

In 1997, a series of exercises and real-world events targeted at DoD networks demonstrated that critical DoD
information and information systems were exposed to unacceptable risk of exploitation and atack. While many
organizetionsin DoD were keeping pace with technologica developmentsin thefield of information security, there was
no single organization that was charged with coordinating defensve actions across the entire department. Early the
following year, it had become apparent that the DoD required a new organizationa approach to pull together various
information assurance resources in a manner that facilitated unity of effort in coordinating the defense of computer
networks and exercising needed operational authority to direct the actions necessary for that defense. At thetime, there
was generd agreement one of the Department’ s nine Combatant Commands would be assgned thismisson. However,
the time needed to aff and implement such adecison required that an interim solution be implemented while awaiting
the forma UCP processto take its course. The agreed upon interim solution was to establish the Joint Task Force for

Computer Network Defense (JTF-CND) in December 1998,

On 1 October1999, UCP 99 assigned new CND responsibilitiesto USSC. In response to the growing threat
to U.S. military information systems and the military’ s increasing reliance on these systems to perform its misson, the
UCP assigned USSC as “the military lead for CND and, effective 1 October 2000, CNA, to include advocating the
CND and CNA requirements of al CINCs, conducting CND and CNA operations, planning and developing national
requirements for CND and CNA, and supporting the other CINCs for CND and CNA.”*® It goes on to say thét thisis

intended as just an initid step to ensure the DD is prepared to exploit its strategic information advantage. While USSC



assumes the two 10 respongbilities of CND and CNA, it leaves other 10 responshilities such as Electronic Warfare,
Military Deception, Operations Security, Physical Destruction, Information Assurance and Psychologica Operationsto
be addressed within the current command structure by the appropriate CINCs, Services or defense agencies. Indeed,
the document argues that CND and CNA are of such paramount importance that, in addition to requiring new CINC
level atention, it “envisons the possibility of afundamenta reorientation of USSC resulting in the formation of a Space

and Information Command.”*’

Since being assigned these respongbilities, USSC has assumed operational control of Joint Task Force —
Computer Network Operations (JTF-CNO). AsUSSC's operational component for CNO, the mission of JTF-CNO
isto coordinate and direct the defense of DoD computer systems and networks: coordinate and, when directed,
conduct computer network attack in support of CINC's and nationa objectives. USSC viewsits CND mission as
defending DoD computer networks and systemns from any unauthorized event whether it be a probe, scan, virus
incident, or intrusion.”® This seems even broader in scope than the DoD definition of CND as defensive messures to
protect and defend information, computers, and networks from disruption, denia, degradation, or destruction. Although
not explicitly stated in the above misson statement, preventing intrusion into DoD information systems for the purpose of
espionageisimplied. According to Lt. Col. John Pericas, USAF, chief officer for computer network defense
operations, USSC, the ideais to smultaneoudy protect and facilitate defense information system network activities so
that both defensve and offensive measures can be maximized to support mission success. “With this two-pronged
approach, we not only defend our data from threats that would stedl it, but project our own capabilities to disrupt

enemy operations.”*®

Generd Henry H. Shelton, Chairman of the Joint Chiefs of Staff, provided insight into why USSC was chosen
when he said that USSC was alogicd fit given its globa perspective and its collection of experts adept at operating
computers, communications systems, and space assets®® The connection drawn by General Shelton between operating
computers and CND istenuous at best. CND is a capability that requires specidized skills, technology and TTP.

There are other organizations within the DoD that have far greater expertise in CND than USSC while dso offering a



globa perspective. The Nationa Security Agency (NSA) isone example. Lt. Generd Edward Anderson 11, Deputy
Commander in Chief, U.S. Space Command provided additiona insight into USSC’ s envisioned role when he wrote,
“USSC’ s strategic objective is to operationdize CNO into the fifth domain of warfare, separate and ditinct, but fully
integrate it into air, land, sea, and gpace across the full spectrum of conflict with the ability to leverage the computer
network domain to achieve and maintain information and decison superiority for thejoint force. To achieve this,
USSPACECOM has devel oped a multiphased CNO campaign plan to direct the planning, operationd, technicd, and
programmatic integration activities to operationaize CNO.”*  Essentidly, the current USSC strategy isto combine
CNA and CND under a single command to establish unity of effort, conserve resources and improve cross-agency
coordination with the objective of operationdizing CNO. In this context, the term “operationdize’ is taken to mean the
integration of people, technology and TTP in such amanner o as to establish adequate protection for the information

and information systems that are required to plan and conduct military operations.

Can U.S. Space Command Operationalize CND?

Today, USSC isin the process of actudly defining exactly what it is they should be doing. Indeed, Lt. Generd
Anderson gtated “ Thisis not something where we can open up some books or open up some file folders and see how it
used to be done, because basically, it is anew task for the military.”? Thisimplies that CND has not previoudy existed
a the operationd level. Thisissmply incorrect. DoD Services and Agencies have been evolving CND technologies,
policies, procedures, training and awareness long before USSC assumed its CND responsibilities. What isnot at al

clear are the benefits USSC brings to the CND table.

Theideaof creating unity of effort by combining CNA and CND to form CNO and placing it under the control
of asingle commander isared herring. The first dement in building a case for CNO unity of effort isthe creation of
synergy. It assumesthe skills, technology and techniques required to conduct CNA operations against an adversary’s
information systems are interchangesble with those an adversary would use to attack DoD information systems and,
therefore, the CND mission would benefit from knowledge of own force CNA capabilities. In redlity, the skills,

technology and techniques required to successtully attack foreign military information enclaves are vadtly different from



those required to attack the DII. Generd Richard Myers, Commander in Chief, U.S. Space Command, said the
Pentagon considered employing CNA in Kasovo but the opportunities were limited because the Serbian military forces
were not heavily dependent on information systems®® Certainly, Serbian military forces were dependent on information
systems® The point the General was probably attempting to make was that Serbian information systems were not
networked commercid-off-the-shelf (COTS) based systems connected to the Internet as are U.S. military information
systems. Accordingly, no access point had been devel oped, there was little intelligence concerning system specifications

or operating procedures, and CNA tools had not been devel oped, tested, or deployed. Thisisthe redlity minusthe

mirror imaging.

The second augment used in building a case for CNO unity of effort involves the use of CNA asapossible
response option associated with CND operations. In this scheme, CNA would be used to compel an attacker to cease
hodtile or disruptive cyber activity againg the DII. The requirement to establish pogtive identification of the intruder for
the purpose of counterattack isimpracticable in terms of legd congraints, technica limitations and attack preparation
time. Eveninthe highly unlikely event that al of the lega and technical issues could be surmounted in a reasonable

timeframe, the chance of imparting damage on a scae that would be of any deterrence valueis negligible.

The centerpiece of USSC' s effort to operationalize CND, the JTF-CNO (formerly JTF-CND), has been
operationd for four years, an eternity in the information security world. Y et, from a CND perspective, the JTF-CNO,
is dtill focused on gathering information, coordinating incident reporting, and performing analysis on low-leve, hacker
related events. The outlook for this changing any timein the near future is lessthan optimigtic.  For example, Generd
Eberhart views the JTF-CNO as a*“ pathfinder” organization that will adapt to changing threats and misson
parameters.”® Once again, the organization has done little in the past four years to positively impact the ability of the

DaoD to effectively address the sophisticated CNA threatsit currently faces.

It iswiddy acknowledged that the intrusion detection technology currently used as the primary tool by the JTF
CNO to detect computer network attacks is ineffectua against a hacker of even modest talents as evidenced by results

from numerous NSA red team exercises. One can only wonder where a* pathfinder” organization that has operated for



four years, spent millions of dollars and is till unable to effectively address the most basic of dl cyber threatsis leading
the Department. Consgder the damage inflicted by the Love Bug virus which infected unclassified DoD networks
worldwide aswell asafew classfied sysems. Thisisavirus that was crested with 50 lines of basic code written by a
couple of studentsin the Philippines Just think what could have been accomplished had a sophisticated adversary
wanted to infect and take down the DII. The DoD is proceeding down the road that George Tenet spoke of four years
earlier. Namdy, building the DIl on an insecure foundation, ignoring the need to build trust into itsinformation systems,
and hoping that someday the needed security can be added beforeit istoo late. The assgnment of CND
respongbilities to an organization that does not have the authority or cgpability to ensure trust is built into DoD
information systems has only exacerbated the problem. Thisis particularly disconcerting as DoD capahiility to defend
the DI failsto keep pace with the increasingly sophisticated CNA tools available in the public domain. Representative
Stephen Horn, Chairman of the House Government Reform Subcommittee on Government Efficiency, Financid
Management and Intergovernmenta Relations assigned the DoD an overal grade of “F’ in computer security for FY
2001 based on Office of Management and Budget reports and General Accounting Office audits. Thisis down from a
D+ in FY 2000." Thefact isthe DoD has vastly migudged the scale and sophistication of the threst it is facing.

Consequently, the entire premise upon which the USSC CND organizational congtruct is based isan illusion.

The god of USSC's multiphased campaign plan is admirable. However, the USSC does not possess the
expertise, resources or authority to implement it, nor should they. In essence, USSC is proposing a strategy for
manning, training and equipping forces to conduct CND. This directly impinges on the Services Title 10 respongbilities
to man, train, and equip their own forces.  Asdiscussed above, in order to conduct effective CND operationsin a
shared risk environment, the effort must be comprehensive in nature, that is, end-to-end, top-to-bottom and cradle-to-
grave. Thevast mgority of this responshbility resdes at the service level. Geographica CINCs have every right to
expect that when a platform or system is deployed to their theater of operation, adequate CND protective measures
have been implemented doctrinaly, proceduraly, technologicaly, and embedded in the training of the salors, soldiers
and airmen who operate it. In point of fact, USSC will never have the authority to implement, coordinate, or manage a

comprehensive CND strategy.



Theinitid UCP assgnment of CND responshilities to USSC was fatdly flawed by leaving the respongibility for
IA with the Services. Recdl, CND is defensive measuresto protect and defend information, computers, and networks
from disruption, denid, degradation, or destruction while |A is actions that protect and defend information and
information systems by ensuring availability, integrity, authentication, and non-repudiation. This includes providing for
restoration of information systems by incorporating protection, detection, and reaction capabilities.® Just what is one
without the other? Thisis andogous to removing physica security from force protection or infectious diseases from
medicine and placing them under the auspices of afunctiona CINC because of a growing concern about terrorism.
Separding the two functions can only result in fracturing any hope of achieving unity of effort. The preponderance of
evidence leaves little doubt that responghbility for CND must reside with 1A and its strategic implementation concept of
DID. Itisdso evident that without the adoption of a comprehensive CND srategy, Sgnificant security vulnerabilities

will beinherent in the GIG and have a deleterious effect on the implementation of NCW.

The JTF-CND/CNO experiment of the past four years has conclusively proven itsdf to be the wrong
organizationd congtruct to provide DoD Indications & Warning (1&W) of potentia hostile or malicious computer
network activity. The Department would be better served by considering one of the combat support agencies such as
the NSA to perform the I&W function. They have the requisite technica expertise, well established inter-service and

interagency relationships, and andytic cgpabilities to effectively and efficiently perform this function.

The DoD cannot operationdize CND by playing the shell game of reorganization. Any serious endeavor to
improve network security will require uncomfortable and unpopular decisions concerning tradeoffs between information
system functionality and the information security architecture. Today, most of these decisions are made in favor of
improving functiondity at the expense of security. Thisisnot surprisng. With no detailed assessment of threst,
operationa level decison makers have little basis on which to assessrisk and, therefore, naturally dismiss potentia
adverse security consequences as remote or unlikely. This approach has |eft the soft underbelly of the DIl exposed to
enormous dangers from witting indder attacks, user-operator foibles, sophisticated data driven exploitation, and

infestation by relatively unsophisticated maicious code. Information security policy, TTP, and technology must derive



from an assessment based on the threat posed by a sophisticated adversary and be comprehensively integrated
throughout the information environment and not just a enclave boundaries. Protecting the shared risk environment of
the GIG demands absolute compliance with | A guidance and direction even it requires disconnecting “mission critica”

systems, revoking or reducing access, removing functiondlity, or terminating programs.

No, the U.S. Space Command cannot operationalize CND. CND, in large measure, conssts of aleve of trust
that must be trained into people, build into systems, and integrated into networks. It is not a blanket of protection that

can be thrown over a capability asit enters service or atheater of operations.

Conclusion

The Congress, the Defense Science Board, and the Assistant Secretary of Defense for C3I have all stated or, at
least, strongly implied that the current strategy for protecting the DIl and GIG isintolerable. The DoD no longer hasthe
luxury of continuing to “bet the farm” on a strategy which could result in sgnificant damage to Nationdl Security. Itis
incumbent on the Services to ensure the integrity of their information enclaves as afunction of their Title 10
responsibilities. Organizationdly, they are the only ones who can implement the degree of comprehensive network
security required to effectively defend against a sophisticated adversary. DoD informeation enclaves, either viewed
individualy or collectively as a system of systems, are interconnected information technologies that are built, fielded,
maintained and operated by service components. Assigning responsibility for their protection, either in part or in full, to

an organization other than the appropriate Service cannot succeed.

Information security is not atechnology, askill, or apalicy. It isthe process of identifying the right security
solution with forethought and building it into the DIl from the beginning. Respongbility for this process lies primarily with
the Services. The DoD isat what Andrew Grove, Chairman of the Board, INTEL Corp., called agrategic inflection
point.?® The path chosen may well forecast the future of Network Centric Warfare. DoD needs to show the courage

and wisdom to choose wdll.
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